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1. Introduction

1.1 About StealthMail

StealthMail is a company dedicated to the development of business communication security solutions.
The StealthMail team possesses more than 13 years of experience in developing security solutions in
both governmental and military sectors.

1.2 What is a desktop application

Desktop application is a software designed specifically to work on personal computers running
Windows OS.

1.3 About StealthMail Desktop Application

StealthMail Desktop Application is an application that allows you to work and manage Email on your
computer. The application ensures security and privacy of business email correspondence. The
application transmits messages between users via secure and encrypted communication channels: it
encrypts the contents of the message and its attachments separately.



2. General Information

2.1 About this guide

This guide contains information about on how to start, configure, and use the application on your
computer. The guide provides step-by-step instructions on how to add both Email and StealthMail
accounts, ways of viewing, replying, and sending protected content of the message and its attachments
as well as managing the application settings and troubleshooting the service. For more details, read
Working with Email section.

2.2 Software requirements

In order to use the StealthMail Desktop Application, the following software should be installed on your
computer:

e Microsoft.NET Framework 4.6.2
e Microsoft Visual C++ Redistributable 2015

2.3 Technical support

If you have any questions or problems while working with the application, please contact the
administrator of your company.

In case a problem cannot be resolved by the administrator of your company, then the problem is
submitted to the developers of the StealthMail application.



3. Installation

Before you start the installation, make sure you have the StealthMail Desktop application on your disk.

The installation file is provided by the company’s administrator.

To install the StealthMail Desktop Application:

1. Open the folder that contains the installation file, then double-click the file to start the installation

(Fig. 3.1-1).
i | |} = | D:\StealthMail_Desktop ApphInstall S O b
Home Share View ™ ﬂ
“— “ 4 ||« StealthMail_Des.. » Install v Search Install 2

£ Mame Type
7 Quick access
ﬂ stealthrnail_1.3.0.24.exe Application
& Onelrive
! This PC
) 2D Objects
B Decktop

Documents #

Fig.3.1-1 Installation file

2. In the User Account Control window, click Yes (Fig. 3.1-2).

@ StealthMail Setup

Verified publisher: Stealthmail Ltd
File origin: Hard drive on this computer

Show more details

Fig.3.1-2 Security window

3. From the drop-down menu, select English as a setup language, and click OK (Fig. 3.1-3).

Select Setup Language x
Select the language to use during the
installation.

(Englsh v

[ o ]| cancel |

Fig.3.1-3 Selecting setup language

User Guide | StealthMail Desktop Application



4. Read the terms of the End User License Agreement. Select the / accept the agreement option, and
then click Next to continue the installation (Fig. 3.1-4).

@ .

License Agreement
Please read the following important information before continuing.

Flease read the following License Agreement. You must accept the terms of this
agreement before continuing with the installation.

END USER. LICENSE AGREEMENT

IMPORTAMNT-READ CAREFULLY: Please read this End User License Agreement
["EULA") carefully and be sure that you understand it, This ELLA is a leqgal
agreement between you (gither an individual or a single entity) and StealthMail

Inc. You must review and either accept or reject the terms of this ELLA before
installing or using the software that accompanies this ELILA (the "Software”).

LICEMSE AGREEMENT

StealthMail services b

@ I accept the agreement
{1 do not accept the agreement

Fig.3.1-4 License agreement

5. Click Next (Fig. 3.1-5)

@

Required Components
StealthMail requires additional components to operate,

Press [Mext] button to confirm installation of additional required components and
finish installation.

« MNet Framework 4.6 - Installed
O Chrome Extension - Installing...
O Mogzilla Extension - Installing...

O IE Extension - Installing...

Pick Options < Back Cancel

Fig.3.1-5 Required components installation

6. Wait until the Setup Wizard completes the installation of the StealthMail Desktop Application on
your computer, and then click Finish to close the installation window (Fig. 3.1-6).



Installation Complete
StealthMail has been successfully installed on your computer,

Thank you for instaling StealthMail. It will protect your emails from all
major netwark threats and even from your own accdental errors.

Learn more on stealthmail.com
Press [Finish] button to dose this installation.

Show help videos for StealthMail after installation is finished.

Fig.3.1-6 Post-installation window

After successful installation of the application, you may start using the service.



4. Starting the application

You can start the StealthMail Desktop application by using one of three ways:

1. From the Desktop shortcut.
2. From the Start menu.

3. By a secure Stealth-Link.

4.1 Starting the application from the Desktop

On the Desktop, find and double-click the StealthMail ™ shortcut.

4.2 Starting the application from the Start menu
1. Open the Start E menu.

2. From the list of installed programs, select and click StealthMail -

4.3 Starting the application by a secure Stealth-Link

1. Open your email client.
2. Open a secure email which was sent using StealthMail service.

3. Inthe email, click the secure Stealth-Link, which looks like this:
swc://v1_6c69737461742e636f6d2e75612f32352f3738352f302f31353530363730393236
OR
click the Open Email button.

4.4 Start window

After the start of application, the Start window will appear (Fig. 4.4).

There are four icons on the Main window:

e Pop-out —;
e New Email A ;

e Accounts ’Q‘,'

e Settings ;

The Account menu comprises the list of your Email accounts which you add to the application.

In the Settings menu you can adjust the parameters of the application or Add Email account.



StealthMail 1.3.0.24

Accounts Previewing Secure Email

Open a StealthMail secure email from your email client by
clicking on the "Cpen Secure Email” button or by using a
secure link provided in the email. After that StealthMail will
decrypt and display the email content.

Fig.4.4 Start window

4.5 Email account

To view emails and their attachments, encrypted using the StealthMail service, in the StealthMail Desktop

App, you need to add an Email account.
You can add Email Account in two ways:
1. Using a secure Stealth-Link;

2. or from the Settings menu.

4.5.1 Adding an Email account using a secure Stealth-Link

To add an Email account:

1. Go to your email client (Outlook, Gmail,
etc.).

2. Inyour email account, open the secure
email encrypted using the StealthMail
Add-In service, and click the secure
Stealth-Link, or click the Open Email
button.

The Opening a secure Email window will
appear (Fig. 4.4.1-1).

3. In the Email address, enter your company'’s
email address.

Email account access credentials

Email address

d.gordon@architech.com

Password
* hk ko ok ok Rk KRR ?
Proceed

Fig.4.5.1-1 Email account adding
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4. In the Password field, enter the password
from your email address, and then click
Proceed.

5. If the parameters of the IMAP and SMTP servers have not been filled out automatically, you need
to specify them manually (Fig. 4.5.1-2 and Fig. 4.5.1-3).

In the IMAP server settings:
IMAP server settings

e Inthe IMAP address field, enter the
address of the IMAP server.

IMAP address

imap.architech.com

e In the IMAP port field, enter the IMAP

port number. IMAP port

imap.architech.com

e Toggle the IMAP SSL/TLS slide button to
the ON position. IMAP S5L/ TLS

Proceed

Fig.4.5.1-2 IMAP-server settings

In the SMTP server settings: ;
& SMTP server settings

¢ Inthe SMTP outgoing server field, enter SMTP address

the addreSS Of the SMTP server. Smtp_ma”lauﬂﬂnklcﬂm
e In the SMTP port field, enter the SMTP SMTP port

port number. 587
e Toggle the SMTP SSL/TLS slide button to SMTP SSL options

the ON position. O o O ssums (@ StartTis

Fig.4.5.1-3 SMTP-server settings

6. After you have configured SMTP- and IMAP-server settings, click Proceed, and follow the
instructions on how to Add the StealthMail account.

EFmail accound added

Email account added successfuly. To be able open a secure Email you would need
to add a StealthMail account. To add it - open a secure email from your Email
account.

Fig.4.5.1-4 Email account added notification
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4.5.2 Adding an Email account from the Settings menu

To add an Email account: _
Email account

1. Inthe application, click the Settings To wiew secure emails StealthMail needs to have an access
. to your email account.
Icon.

2. In the Email account section, click the Add —+ Add Email account
Email account button (Fig. 4.5.2).

3. Repeat actions from 3 through 5 described Fig.4.5.2 Adding Email account
in the Adding an Email account using a

secure Stealth-Link section.

4. After you have added your Email Account,
to work with secure emails, you need to add
a StealthMail account. For this, go to the
Adding a StealthMail account section.

4.6 StealthMail account

A StealthMail account is a data record that contains information required to authorize your access to the
StealthMail Desktop application. The StealthMail account is also required to view encrypted content and
attachments of secure emails.

4.6.1 Adding a StealthMail account

To view secure email using StealthMail Desktop application, you need to link your StealthMail account to
your Email account.

Before adding your StealthMail account, make sure you have added your Email account.

To add a StealthMail account (Fig. 4.6.1-1):

1. Open asecure emailin your email client Enter the domain of the company within which the StealthMail

and click the secure Stealth-Link to open service will be used.
StealthMail application. friais
Wait for the application to open. d.gordon@architech.com

Company domain

2. Inthe opened window, select the account

and specify the domain name of the

company, and then click Proceed.
Proceed

The application will send you an SMS with a
e Fig.4.6.1-1C domain ent
verification code to your phone number '8 emparny domain entty

(your phone number should be already
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added in StealthMail profile by company
administrator).

. In the code confirmation window, In the
Verification code field, enter the six-digit
code from the SMS, and then click Proceed
(Fig. 4.6.1-2).

. In the New StealthMail Account password
field, create and enter a new StealthMail

account password.

. In the New password again field, enter
your new account password again, and click
Proceed (Fig. 4.6.1-3).

Enter a verification code (the code was sent on your
phone number +380 9# ### #6 60 via SMS).

Email address

d.gordon@architech.com

StealthMail provider
Architech Limited Incorporated

Verification code

324 - 432

Proceed

Fig.4.6.1-2 Verification code entry

Email address

d.gordon@architech.com

StealthMail provider
Architech Limited Incorporated

Mew StealthMail Account password

Mew password again

Proceed

Fig.4.6.1-3 StealthMail account password entry

6. After you have added a StealthMail account, the Preview screen will open, and the application will

begin decrypting (Fig. 4.6.1-4) and downloading (Fig. 4.6.1-5) the content and the attachments of a

secure email.

& . e, —
3 Reply ™) Replyall (° Forward

jeremy.bingsby@architech.com

Experience the greatest innovation in
the industry and technology

To: d.gordon@architech.com; alan.bolter@architech.com

Decrypting...

1 Jul 2018 at 7:19pm

Fig.4.6.1-4 Email content decrypting
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i) Reply «:) Reply all d Forward

Experience the greatest innovation in
the industry and technology

jeremy.bingsby@architech.com 1Jul 2018 at 7:19pm

To: d.gordon@architech.com; alan.bolter@architech.com

GSMA Mobile Congress NDA ag...

1.3 Mb Reguires downloading

The 2017 GSMA Maobile Congress Shanghai will deliver more than 65,000
mobile industry professionals, 650 exhibitors, and 830 media/analysts

during the 4-day event.

Fig.4.6.1-5 Decrypted Email content

4.6.2 Authorizing in StealthMail account

If you already added a StealthMail account, you need to enter the StealthMail account password. This wi
allow you to work with secure emails in the StealthMail Desktop application.

To authorize in the StealthMail account:
1. Open a secure email in your email client and click the secure Stealth-Link to open StealthMail

application.
Wait for the application to open.

2. In the Authorize in the StealthMail account window, in the StealthMail Account password field,

enter your account password, and then click Authorize (Fig. 4.6.2).

Email account

d.gordon@architech.com

StealthMail provider

Architech Limited Incorporated

StealthMail Account password

ok ok o® ok kR Ak KR [ ]

Authorize

Fig.4.6.2 StealthMail account password entry

After you have added a StealthMail account, the Preview screen will open, and the application will begin

decrypting (Fig. 4.6.1-4) and downloading (Fig. 4.6.1-5) the content and the attachments of a secure email.
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5. Working with Email

In this section you can find instructions on how to:
e View email content;
e Compose new emails;
e Reply to emails;
e Recall sent emails;
e Track emails;

e View, Save and Share the attachments.

5.1 Types of Email accounts

Depending on the domain name of the email address specified in the StealthMail Desktop application,
the application distinguishes two types of email accounts: Internal and External.

The account is considered Internal if the domain name of the email address specified in the StealthMail
Desktop application matches the company domain name or its alias.

The account is considered External if the domain name of the email address specified in the StealthMail
Desktop application does not match the company domain name or its alias.

5.2 Viewing secure emails

To view encrypted content of a secure email, you will need to follow these steps:

1. Launch your email client.
2. Inyour Inbox, select a secure email sent using StealthMail. Click the Open Secure Email button.

3. In the opened StealthMail Desktop application, Add a new Email account or Authorize in your
StealthMail account.

After you have successfully completed all the steps, the application will decrypt the secure email and you
will be able to view its contents.

5.3 Composing secure emails

After authorizing in your StealthMail account, you will be able to send secure emails to both internal and

external users.

5.3.1 Sending emails to Internal users

To send a secure email to users with Internal account, follow these steps (Fig.5.3.1-1):
1. Click the New Email icon E.

15



2. Compose an email and add attachments if necessary.

3. Click send [23.

NE‘W ema” =2 Options ] Discard ¢ Attach [ Send

From  d.gordon@architech.com ArchiTech Gmbh
To ceo@architech.com

Cc cto@architech.com

Bcc james.alisons@architech.com; tim.cork@architech.com

Subject The time is limited to the end of the month

@ GSMA Mobile Congress NDA ag...
1.3 Mb Downloaded

il
il
A
bo

T B | U
Dear Alan,

There're reasons for this hard decision, we should put all our efforts to finish shipping of the
goods to the customers no later than the end of the month. I'm forwarding you the original
customer’s request.

Fig.5.3.1-1 Composing secure emails

4. StealthMail will encrypt and send the email (Fig. 5.3.1-2).

d.gordon@architech.com

ceoi@architech.com

cto®@architech.com

james.alisons@architech.com; tim.cork@architech.com

The time is limited to the end of the month

GSMA Mobile Congress MDA ag...

1.3 Mb Uploading... 7%

Dear Alan,

There're reasons for this hard decision, we should put all our efforts to finish shipping of the
goods to the customers no later than the end of the month. I'm forwarding you the origina
customer’s request.
Sending... 6%
Preparing Email data

Fig.5.3.1-2 Sending secure emails to Internal users



5.3.2 Sending a secure email to External users

To send secure emails to the external users (Fig.5.3.2):

—

. Click the New Email % icon.

2. Write an email and filled all the necessary fields.

3. Click the Send E icon.

4. Specify a code country and phone number of an external user(s).

Country code

Provide Receiver(s) Phone Number

Receivers listed below doesn't have StealthMail account to preview your secure emails.
Please provice their phone numbers to let them register StealthMail account.

Phone number

+1 US -

Country code

Phone number

+1 US -

Phone number is incomplete

'.l R

e.gornhield@gmail.com

Ton waiss alen.di-capo@yahoo.com

5. Click the Apply and Send

window.

Fig.5.3.2 Sending secure emails to External users

Apply and Send Email

5.3.3 Setting secure email restrictions

button in the right-hand corner of the Sending

StealthMail allows you to restrict recipient’s access to the content of a secure email and its attachments.

By default, recipient’s access is not restricted.

In this version of the StealthMail Desktop application, the following restrictions are available (Fig. 5.3.3-1):

e Deny Copy
e Deny Reply

e Deny Forward

(=] Restrictions

[ scheduled Recall

Restrictions

By allowing or denying access, you will
allow or deny access for your recent and
future replies in this Email conversation.

D Deny Reply
D Deny Forward

I:l Deny Copy & Print

Fig.5.3.3-1 Setting secure email restrictions

Important: All email restrictions you apply to the recipients are also applied to you as the sender.

17



Follow these steps to send emails which recipients
CANNOT reply to:

1. Compose a new email;

2. When composing an email, click Options
to set restrictions;

3. Torestrict recipients from replying to
emails, check the Deny Reply box
(Fig. 5.3.3-2).

Follow these steps to send emails which recipients
CANNOT forward, but can reply to:

1. Compose a new email;

2. When composing an email, click Options
to set restrictions;

3. Torestrict recipients from forwarding
emails, check the Deny Forward box
(Fig. 5.3.3-3).

Follow these steps to send emails which recipients
CANNOT copy or print:

1. Compose a new email;

2. When composing an email, click Options
to set restrictions;

3. To restrict recipients from copying and
printing emails, check the Deny Copy
box (Fig. 5.3.3-4).

5.3.4 Viewing email restrictions

To view the email restrictions imposed by the
sender, click Options in the Preview screen
(Fig. 5.3.4).

Restrictions

By allowing or denying access, you will
allow or deny access for your recent and
future replies in this Email conversation.

Iil Deny Reply
D Deny Forward

D Deny Copy & Print

Fig.5.3.3-2 Restriction to reply

Restrictions

By allowing or denying access, you will
allow or deny access for your recent and
future replies in this Email conversation.

D Deny Reply
Iil Deny Forward

D Deny Copy & Print

Fig.5.3.3-3 Restriction to forward

Restrictions

By allowing or denying access, you will
allow or deny access for your recent and
future replies in this Email conversation.

I:l Deny Reply
D Deny Forward

Iil Deny Copy & Print

Fig.5.3.3-4 Restriction to copy and print

ceo@architech.com
Copy & Print, Read, Forward

cto@architech.com
Copy & Print, Read, Forward

james.alisons@architec... ¥
Read

Fig.5.3.4 Viewing imposed restrictions

18



5.3.5 Scheduling email recall

To view the email restrictions imposed by the sender, click Options in the Preview screen.

To schedule an email recall:

1. While composing email click the Options
- Use scheduled recall

icon. ‘) On

2. Go to the Schedule Recall section. Date

March 28 2019 [

3. Toggle Use scheduled recall to the On

position (Fig. 5.3.5). Time
4. Inthe Date box, select the date on which 13:36
message will be recalled. Recall time should be at least 5 minutes later from
current time
5. In the Time box, specify the exact time
when message will be recalled. Set Recall date

6. Click the Set Recall date button. g e

Fig.5.3.5 Viewing imposed restrictions

5.4 Replying to a secure email
StealthMail Desktop application enables you to view and reply to incoming secure emails (Fig. 5.4).

The application allows to set custom security parameters to each individual email such as making the

secure email available exclusively to Internal users.
To reply to a secure email, follow these steps:

1. Launch StealthMail Desktop application.

2. Authorize in your StealthMail account.

3. Select the secure email you want to reply to.
4. Click Reply b

5. Compose a reply and click Send 2.

4
To reply to the sender as well as every recipient of the secure email, click Reply All (:)

19



Reply Ti] Discard @ Attach
From george.cannon@architech.com ArchiTech Gmbh
: . b Tt &3
To ceo@architech.cc X  cto@architech.com Cc Bcc
Send

Subject Re: The timings

il
il
=y
;o

U = =

M~ B |
Dear Archee,

Thanks for letting me know. We almost finised. Will think about how better user this extra
time. Will send you our report in 2 days.

Cn Jul 30, 2018, at 11:12, ceo@architech.com wrote:

Dear Dave,

Good news, we are a bit ahead our master plan, so you have a two weeks extra time to
organize new product line. Hope you are happy to know this.

Cheers.

Fig.5.4 Secure email contents

5.5 Recalling sent emails

StealthMail Desktop application enables you to recall an email you have sent.

You can recall any email you send using StealthMail, regardless it has been sent to an external or internal
user(s).

Important: This action cannot be reverted. Once the email is recalled, all recipients are no longer be
able to access the content or attachments of that email.

To recall a secure email, follow these
steps:

1. Launch the StealthMail Desktop

— M New Email
application. *

A Accounts

2. Authorize in your StealthMail
account.

3. In the Folders menu, go to the
Sent folder, and select the email
you want to recall (Fig. 5.5-1).

4. In the selected email, in the
upper-right hand corner, click
the Options icon (Fig. 5.5-2).

Folders
Inbox
Sent

Drafts

george.j.talken@architech.com
The time is limited to the end of the |

info@gmail.com
Whether we want or not to come clo

mike-johnson@intercom.com

Relate to your yesterdat question

Figure 5.5-1 Sent folder

20



t') Reply «:) Reply all (:) Forward Options

Experience the greatest innovation in
the industry and technology

Jjeremy.bingsby@architech.com 1 Jul 2018 at 7:19pm

To: d.gordon@architech.com; alan.bolter@architech.com; bernard-glossen@architech.com

o GsShA Mobile Congress NDA ag...

Figure 5.5-2 Email options

5. Click Recall (Fig. 5.5-3) and wait until you see the Email recalled (Fig. 5.5-4) status.

Recall Recall

The content of the Email and all its

The content of the Email and all its : ;
attachments will no longer be available to

attachments will no longer be available to

the recipents. the recipents.

Email recalled
Recall
Recalling... Sender scheduled to recall this email on:
Monday, 29 March 2019, 11:30
Sender scheduled to recall this email on:
Monday, 29 March 2019 11:30 Figure 5.5-4 Email recall confirmation

Figure 5.5-3 Email recall

5.6 Tracking emails

This chapter contains instructions on how to track statuses of the sent emails.

With the StealthMail Desktop application, you can check the status of any secure email you send,
regardless it has been sent to an external or internal recipient.

Every email has its status check mark. The meaning of check mark is the following:

e One greyed out check — message has been sent.

e Onevisible grey check ¥~ — message was delivered to the recipient's device.

e Two green checks g message has been read (a recipient authorized in the StealthMail account
and viewed the content of the message).

21



In addition to the check marks, StealthMail Desktop Application allows to track what device recipients was

authorized in while viewing emails:

e OnPCL;

e orOnphonet .

To check the status of the sent emails (Fig. 5.6):
1. Authorize into your StealthMail account.

2. Inthe Folders menu, go to the Sent
section, and select the email you want to
track.

3. Click Email Tracking.

There are also two check marks that show whether a screenshot of the content was or was not made:

clark.johnson@architech... ~

Email content HEOg
& SEE[.'I, SCI’EEI.'ISth p!’EL_fEHFEd
2018 Oct 17 9:11pm GMT +3

MarketRep.2017.02.15_pdf
Delivered

2018 Oct 17 9:31pm GMT +3

Timeline a

it Attachment Delivered

MarketRep.2017.02.15.pdf

-5 4

2018 Oct 17 @31pm GMT +3

5502 Pearl 5t, Denver, CO

wwwww

Samsung 59, Android 9

Figure 5.6 Checking Email status

e [ — this check signals that the recipient made a screenshot of the content;

e [ this check signals that the application prevented an attempt to take a screenshot of the
message content (this icon will be displayed when the sender set a restriction denying taking a

screenshot, but the recipient still has made an attempt to capture the content).

5.7 Viewing email attachments

To view an attachment, select the secure email that contains attachments, and then click the file (Fig.5.7).

jeremy.bingsby@architech.com

GSMA Mobile Congress NDA ag...

1.3 Mb Reguires downloading

Experience the greatest innovation in
the industry and technology

1 Jul 2018 at 7:19pm

To: d.gordoni@architech.com; alan.bolter@architech.com; bernard-glossen@architech.com;

alison.jenkins@architech.com; Cc: dir.norton@nortrop.com; al-josh@nortrop.com

Figure 5.7 Viewing secure email attachments
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6. Settings

This section provides instructions on how to manage the accounts and application settings.

To view information about Email/StealthMail
Language
accounts and/or to change application settings,

(By default) -

click the Settings icon (Fig. 6).

Authorization Drop Timeout

1 day -

Email account

To preview StealthMail secure mails, you need to have
access to email account,

+ Add Email Account

Support

In you faced and issue with one of our products and need
a support you may write using next support email:

support@stealthmail.com

Alternative way is create account in the StealthMail
Support portal and create a ticket there:

https://support.stealthmail.com

Fig.6 Application settings
The Settings window consists of the following sections:

e Language
e Drop Authorization Timeout
e Email account

e Support

6.1 Language

The current version of the StealthMail Desktop application features two interface languages to choose
from: English and Russian.

By default, the interface language is set to match the system language. one you use in your email client.
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To set the preferred interface language manually,
follow these steps (Fig. 6.1):

1. In the StealthMail Desktop application, go to
the Settings menu.

2. From the drop-down list, select the
language you want to use as the main

interface language.

6.2 Drop Authorization Timeout

Language

(By default) -

(By default)

English

Pycckmi

Figure 6.1 Interface language

Drop Authorization Timeout is a security setting which allows you to set up a timer, after which your work

session within the application will be automatically terminated. Once the application finishes your
session, in order to continue you will need to authorize into the StealthMail account again (Fig. 6.2).

By default, the drop timer is set to 24 hours.

To set a different timeout, follow the instructions
below:

1. On the Start window, click the Settings
icon.

2. Click the Drop Authorization Timeout
drop-down list to select one of the available
timeout options (Fig. 6.2):

o 15 minutes

o 30 minutes

@]

1 hour

@]

6 hours

@]

24 hours

6.3 Email account settings

Authorization Drop Timeout

1 day o

15 minutes
30 minutes
1 hour

2 hours

1 day

Fig.6.2 Setting an authorization drop timer

To configure Email account settings, click Settings. In the Email account section, select the Email account

you want to configure.

You have the following settings available for configuration:

e Email accounts

e StealthMail accounts
e |MAP-server settings
e SMTP-server settings

e Remove account
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Added StealthMail accounts

ArchiTech Gmbh

Internal account

HaxmuTte 4TobE NOCMOTPETE MM M3MEHKWTH
HacTpoWkw Email akkayHdTa

Email account access credentials

Email address

george.cannon@architech.com
Password
ok ok mok ok Rk k& ok K '?'

IMAP server settings

IMAP address

imap.architech.com

IMAP port

2001

IMAP SSL / TLS

O oft O 15 |(@) StartTLS

Remove Email Account

Account will be removed from the application’s accounts list only

Fig.6.3 Email account settings (begin)

6.4 StealthMail account settings

The StealthMail account window is
represented with the following sections
(Fig. 6.4):

e Email account. Here you will find your
email address to which the current

StealthMail account is linked.

e StealthMail provider. This section lists
the company which is a StealthMail
provider

e Account type. Your user type (internal

or external) is displayed here.

In the StealthMail account settings you can
also:

e Set a drop authorization timeout.
e Change password.

e Delete account.

Fig.6.3 Email account settings (end)

Email account

d. goraconide.com

StealthMail provider
ArchiTech Gmbh

Account type

Internal

Drop authorization timeout

1 hour -

Change password

Remove StealthMMail account

he account will only be remaoved from the list in this application.

Fig.6.4 The StealthMail account setting
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6.4.1 Changing the StealthMail account password

There is an opportunity to change a StealthMail account password in the application.

To be able to change a password, you must be authorized in your StealthMail account.

To change your current password to a new one:

1. Click the Settings icon.

Current account password

2. In the Email Account Settings window, in the P
StealthMail Accounts section, select
StealthMail Account. New account password
F

3. Click the Change password button.

4. Fill out the following fields (Fig. 6.4.1): New password again

a. in the Current account password field,
enter your current account password. Password should contain 8 or more symbols, lower, UPPER

b. in the New account password field,
enter your new password. Set Password

c. inthe New password again field,
confirm the new password, and then
click the Set Password button.

Fig.6.4.1 The StealthMail account password changing

6.4.2 Removing StealthMail account

To remove a StealthMail account:

1. Navigate to the Settings .

2. In the Email Account Settings window, in the StealthMail Accounts section, select
StealthMail Account.

3. Scroll the mouse wheel or drag the slider box down, and then click the
Remove StealthMail account button.

4. In the dialog box, click the Remove account.

The StealthMail account will only be deleted from the list of accounts in the StealthMail

application. To completely delete your StealthMail account from the StealthMail service, please
contact your company administrator.
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6.4.3 Configuring Email servers

This section holds the information on how to configure the IMAP- and SMTP-server settings.

6.4.3.1 IMAP server settings

To configure the IMAP server parameters, in the

Incoming mail server settings section IMAP server settings

(Fig. 6.4.3.1): IMAP address

imap.architech.com

e Inthe IMAP incoming server field, enter
the address of the IMAP server.

IMAP port

e Inthe IMAP port field, enter the IMAP port
number.

imap.architech.com

o Inthe IMAP SSL/TLS section, select the TLS AP RSLI TS

option. @ o

Proceed

Fig.6.4.3.1 The IMAP-server settings

6.4.3.2 SMTP server settings

To configure the SMTP server parameters, in the

_ _ ) . SMTP server settings
Outgoing mail server settings section SMTP address
Fig. 6.4.3.2):
(Fig ) smip-mail.outlock.com
e Inthe SMTP outgoing server field, enter SMTP port
the address of the SMTP server. .
e Inthe SMTP port field, enter the SMTP port SMTP SSL options
number. QO o Q ssuts @ startTis
e Inthe SMTP SSL/TLS section, select the TLS Fig.6.4.3.2 The SMTP-server settings
option.

6.4.4 Removing Email account

To delete Email account:

1. On the Start window, click the Settings icon.

2. Scroll the mouse wheel or drag the slider box down, and then click the
Remove StealthMail account button.

3. In the dialog box, click the Remove account.

Please note that the Email account will only be deleted from the list of accounts in StealthMail

Desktop application. To completely remove your Email account from StealthMail, please contact
your company administrator. Also be aware that you cannot delete an Email account that is not in
the company's domain (e.g., @gmail) from the application.
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6.4 Support

If you encounter problems while working with the application, you can send an email to the application
support team. The email address where you can write about all kinds of issues is
support@stealthmail.com.

By writing an email, you can also:

e share your personal user experience with the developers:

e shareideas and suggestions on how to improve StealthMail Desktop application for better use;
e ask questions about StealthMail Add-in;

e provide feedback on StealthMail Desktop Application.

The other way you can describe the issues is to go to the StealthMail Service Support Portal.

In you faced and issue with one of our products and need
a support you may write using next support email:

support@stealthmail.com

Alternative way is create account in the StealthMail
Support portal and create a ticket there:

https:/{support.stealthmail.com

Fig.6.4 Support resources
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7. Troubleshooting

This chapter provides recommendations on how to correct errors that may occur while working with the

service.

7.1 StealthMail account password recovery

In case you have forgotten the password for your current account, follow these steps:

1.

In the Authorize in StealthMail account window, click Forgot authorization password.
The application will send an SMS with a verification code to your phone number (Fig. 7.1-1).

Authorize in StealthMail account

Email account

d.gordon@architech.com

StealthMail provider

Architech Limited Incorporated

StealthMail Account password

ok ok kk kR Ak KR '@'

Authorize

Forgot authorization password
e 7]

Fig.7.1-1 The StealthMail password recovery

In the Verification code field, enter the 6-digit code specified in the SMS (Fig. 7.1-2).

In the New account password field, create and enter a new password.

Your password should be 8 symbols least, including UPPERCASE letters and 1 digit.

In the New password again field, re-enter the new password.
Click Proceed.

To apply changes, in the dialog box, click Apply changes.
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On your phone number (+380 94# ### #6 60) were
sent an SMS with a verification code, it is required
to set new password.

Verification code

Mew account password

Mew password again

Password should contain 8 or more symbols, lower, UPPER

case and at least one aigit

Set Password

Fig.7.1-2 The StealthMail password recovery

7.2 Incorrect password

When you add a new account or log in to an existing account, the application displays an error when
entering a password - It seems that password is incorrect (Fig. 7.2).

This error can occur when:

You have enabled two-factor authorization in and StealthMail Desktop Application cannot get

access to your email.

Email account access credentials

Email address

d.gordon@architech.com

Password

=k ok &k KR [ )

It seems that password is incorrect

Try Again

It is possible that you have enabled second authorization factor i.e. you may need to generation

special password to allow StealthMail access your email account. More information.

Fig.7.2 The StealthMail password recovery

Possible options to fix the error:

Disable two-factor authorization in your email account settings and try to authorize in the
application again.
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7.3 Fail to open a secure email

When decrypting the contents of the email, an error occurred notifying that Open secure Email failed
(Fig. 7.3).

Opening a secure Email

Link to ecnrypted content
swe:/fw0_6c69737461742f33342f353830362130

® Open secure Email failed

StealthMail could not find selected secure email.

This can be if this email were deleted or it belongs to another email account.

Fig.7.3 Failed to open a secure email

This error can occur when:
1. The letter has been recalled by the sender.
2. The letter has been deleted.
3. The letter was sent to another email address.
Possible options to fix the error:
1. Verify that the Email account matches the email.

2. Make sure you have added an Email account.

7.4 Notification of the need to change the password

When authorizing in StealthMail account the application displays Your password was obsolete. Please

set a new one. (Fig. 7.4).

Mew StealthMail Account password

Mew password again

Set Password

Your password was obsolete. Please set a new one.

Fig.7.4 Setting a new password

This notification will be displayed when your password expires or when you have not changed your
password for a long time.

It is displayed in order to keep your account information as secure as possible.
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To update your password:

1. Inthe New StealthMail account password field, create and enter a new password.

Your password should be 8 symbols least, including UPPERCASE letters and 1 digit.

2. Inthe New password again field, re-enter the new password.

3. Click the Set Password button.
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